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Introduction
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• Neural network models are increasingly being trained on sensitive dataset (for 

example: medical, etc.)

• It is important to ensure if the trained models can preserve privacy

• Membership inference is a technique to test the privacy related characteristic of the 

model

• Attacker (adversary) queries the trained model (target) to know if a particular 

sample 𝑥, 𝑦  exists in a training dataset or not



Introduction

• Current evaluation technique: Balanced accuracy

➢ Giving equal weightage to False Positive Rate (FPR) and False Negative Rate (FNR)

➢ FPR: Misclassifying a sample belonging to the training dataset

➢ FNR: Misclassifying a sample of training dataset as non-member

• Example:

➢ Attacker A: perfectly targets known subset of 0.1% of users but has 50% success rate on 
the rest

➢ Attacker B: succeeds with 50.05% probability on any given user

• Both the attacks have same attack success rate, but Attack A is more lethal

• Suggestion: Evaluate the inference attack by considering True Positive Rate (TPR) at 

low FPR
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Examples
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Assumptions

• Models that overfit (high training accuracy but low-test accuracy) tend to leak 

information related to training data

• To increase the generalizations, data augmentation, hyperparameter tuning, tuned 

learning rates, etc. are considered 
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Definition: Membership Inference Attack

• Challenger selects a training dataset D ⃪ Δ and trains a model 𝑓 on 𝐷

• Challenger then flips a bit, if bit = 0, selects a sample (𝑥, 𝑦) from ∆ such that 

(𝑥, 𝑦) ∉ 𝐷

• If bit = 1, selects a sample (𝑥, 𝑦) from the training set 𝐷

• Adversary gets a sample (𝑥, 𝑦)

• Adversary has access to the distribution ∆, the model 𝑓

• If model’s prediction == bit, outputs 1 else 0

• Since model outputs a continuous probability score, threshold is used to yield a 

membership prediction

𝐴 𝑥, 𝑦 = 𝕀[𝐴(𝑥, 𝑦) > 𝜏]
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Likelihood Ratio Attack

• Adversary needs to distinguish between target model trained on (𝑥, 𝑦) and target 

model not trained on (𝑥, 𝑦): Turns out to be a hypothesis test

• 𝑄𝑖𝑛 = {𝑓⃪𝑇 𝐷 ∪ 𝑥, 𝑦 } is distribution of model’s loss trained on dataset having 

(𝑥, 𝑦)

• 𝑄𝑜𝑢𝑡 = {𝑓⃪𝑇 𝐷\ 𝑥, 𝑦 } is distribution of model’s loss not having (𝑥, 𝑦) in the 

dataset

• Adversary performs hypothesis test to predict if 𝑓 was sampled from 𝑄𝑖𝑛 or 𝑄𝑜𝑢𝑡

∧ 𝑓; 𝑥, 𝑦 =
𝑝(𝑓|𝑄𝑖𝑛 𝑥, 𝑦 )

𝑝(𝑓|𝑄𝑜𝑢𝑡 𝑥, 𝑦 )
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Likelihood Ratio Attack

∧ 𝑓; 𝑥, 𝑦 =
𝑝(𝑙 𝑓 𝑥 , 𝑦 |𝑄𝑖𝑛 𝑥, 𝑦 )

𝑝(𝑙(𝑓 𝑥 , 𝑦)|𝑄𝑜𝑢𝑡 𝑥, 𝑦 )

• Intuition: 

➢ Train several shadow models to estimate 𝑄𝑖𝑛and 𝑄𝑜𝑢𝑡

➢ To minimize # of shadow models, assume that 𝑄𝑖𝑛and 𝑄𝑜𝑢𝑡 follow Gaussian distribution

➢ This means we need to estimate mean and variance of each distribution
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Example of Loss Histogram
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Inlier: model’s loss (low) when not trained on that sample; Outlier: model’s loss (high) when not trained on sample
Easy to fit: low loss when sample is included in training set; Hard to fit: high loss when sample is included in set 

1024 ResNet models
 were trained on CIFAR100 
dataset (25000 examples)



Assumption of Qin and Qout

12

𝑒−𝑙(𝑓 𝑥 ,𝑦)

𝑄𝑖𝑛 and 𝑄𝑜𝑢𝑡  follow normal distribution

∅(𝑓 𝑥 = log
𝑓(𝑥)

1 − 𝑓(𝑥)



Algorithm (Online attack)
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𝑁 shadow models: 𝑁/2 are trained on (𝑥, 𝑦)



Offline Attack

• Drawback of online attack: Multiple shadow models have to train on (𝑥, 𝑦) when 

they are told to infer the membership (remove 5, 6, 10, and 12)

• Null hypothesis: target point (𝑥, 𝑦) is a non-member

Λ = 1 − Pr[𝑍 > Φ(𝑓(𝑥)𝑦],   𝑍~𝑁(𝜇𝑜𝑢𝑡 , 𝜎𝑜𝑢𝑡
2 )
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Attack Evaluation

• Datasets: CIFAR10, CIFAR100, ImageNet, WikiTest (half the dataset for training and 

rest for evaluation)

• DNN model: ResNet
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Online Attack Offline Attack

CIFAR10: 90%, CIFAR100: 60%, ImageNet: 65%



Evaluating Prior Membership Attack
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Scaling the loss function
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Augmenting the training data
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Disjoint Datasets
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• 128 Shadow model (OUT only) and
 target model are trained on CINIC-10
dataset

• Shadow model(s) training set have
 no overlap with that of target model

• Target model is trained on CIFAR-10
 and shadow models are trained on 
CINIC-10 



Mismatched Training Procedures
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Conclusion

• Membership inference attack is used as a metric to measure the privacy of the 

trained model

• Balanced accuracy metric (average attack success rate) is inadequate metric to 

measure the success of attack

• Future work on privacy should consider measuring TPR at low FPR to understand if 

the privacy of few users can be breached
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