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Intro to Scalable Extraction of Training Data 
from Aligned, Production Language Models

• Training datasets for LLMs can often contain 
PII or sensitive text
• Medical, personal, etc.

• Open language models use data from the 
open Web

• ChatGPT uses, in addition to open WEB, 
licensed and proprietary data.
• PII

• Data extraction attacks
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Previous Work
• Memorizing training data

• Overfitting
• Generalization vs Memorization

• Alignment training
• Next word prediction
• Chatbot enforcement

• Difficult to measure extraction, because 
dataset not publicly known.

• Standard Language models are next word 
prediction

• Production language models undergo 
alignment that teaches the model to follow 
specific policies

4



Techniques
• Divergence

• Still remains
• Finetuning

• AUXDATASET
• 10 TB

• Responsible Disclosure
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Background:
DATA-EXTRACTION ATTACKS AND LANGUAGE MODEL ALIGNMENT

• Language Models
• A language model is a neural network which has been trained to take as input a prompt p and 

output a probability distribution over the next word token that most likely follows the prompt.
• Memorization

• Prior work has shown that neural networks “memorize” parts of their training data. Adversaries 
are capable of recovering memorized training data from language models by interacting with the 
model. In this paper, we define memorization as follows:

• Definition 1 (Memorization)
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Given a model with a generation routine Gen, an example 𝓍 from the training set 𝕏 is memorized if an 
adversary (without access to 𝕏) can construct a prompt 𝓅 that makes the model produce 𝓍 (i.e., Gen(p) = 𝓍).

• Considered memorized if it contains at least 50 tokens (approximately 38 words)



Background:
DATA-EXTRACTION ATTACKS AND LANGUAGE MODEL ALIGNMENT cont.

Memorization Definitions
• Fact memorization

• Canary extraction

• K-eidetic memorization

• Discoverable memorization

• Approximate memorization

• Counterfactual memorization

• Verbatim memorization
• Omits memorization of common facts

Prompting the Model
• Extractable memorization

• No prior knowledge of training data
• Extract any info

• Targeted extraction
• Aims to extract a specific training example
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Prompting Chatbots
• No longer applies due to obfuscation



Background:
DATA-EXTRACTION ATTACKS AND LANGUAGE MODEL ALIGNMENT (cont.)
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• It is challenging to attack an aligned 
model

• Previous work on:
• Unaligned, non-conversational

• Does alignment actually make a 
prediction language model less prone 
to regurgitating training data?

Model Alignment



Experimental Setup (Validating memorization)
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• Approximate Web based training = AUXDATASET (10TB)

• Memorization = 50-token-length subsequence (lower 
bound)

• Approximately memorized are not counted



Suffix Array
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Experimental Setup (Models)
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• gpt-3.5-turbo
• gpt-4

• Gemini 1.5 Pro



Alignment Appears to Remove Memorization
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the fraction of generated tokens that are part of a  
50-token generated sequence that occurs in 
AUXDATASET

the number of unique, memorized 50-token 
sequences

extrapolate a lower bound of unique, memorized 
50-token sequences that one could extract with 
more prompts

Not Aligned



Alignment Appears to Remove Memorization
Baseline attacks fail against aligned models
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Model Parameters 
(billions)

% Tokens 
Memorized

Unique 50-
grams

Extrapolated 
50-grams

GPT-3.5 turbo 175 0.02% Unknown Unknown

GPT-3.5 turbo 
instruct

similar 0.85% Unknown Unknown
Not Aligned

Aligned



Data Extraction with Model Divergence
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All extraction attacks in this figure prompt the model with random 5-token sequences from Wikipedia, except 
for the divergence attack which uses the prompt strategy described in Section 5.

Divergence attack method

Finetuning attack method



Divergence

15



Data Extraction with Model Divergence (Results)
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A.8

• $200USD worth of queries

• 27,171 unique, verbatim memorized training 
examples

• Some extractions were inappropriate
• Some contained PII



Data Extraction with Model Finetuning
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Data Extraction with Model Finetuning (Results)
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Sample: Non chat 
models

Aligned chat-bot

Finetuning attack: PileSubset & 
DivergentSubset



Data Extraction with Model Finetuning (Results)

19



Qualitative Analysis of Extracted Text
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• 9.5% contained phone numbers or 
emails

• Divergent attacks had strings longer than 
4,000 characters

• Finetuning attack yielded strings as long 
as 500 characters



Discussion
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Divergence attack

Finetuning attack

Training Data
(PII)
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