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Introduction & Motivation

Background:

• Modern LLMs: Trained on vast amounts of internet text,

inevitably causes them to memorize portions of their

training data.

• Memorization can include sensitive information (e.g.,

personal data, proprietary documents) and has privacy

implications if it is unintentionally revealed.



Introduction & Motivation

Goal:

• Previous studies looked at “Discoverable Memorization” (when a model completes a known

prompt) but didn’t address what an adversary could extract without insider knowledge.

• Introduces “Extractable memorization” to quantify the data that can be recovered by simply

querying the model—highlighting a real-world threat.

Significance:

• Highlights potential security vulnerabilities in both open and production-level models.



Memorization Definitions & Prior Work

Extractable Memorization:

• Refers to data extracted by an adversary who does not have direct access to the training set.

• Design and evaluation of extraction attacks in prior work were primarily hindered by two challenges: 

1. How should we design prompts that best elicit memorization in a model? 

Simply prompting the model with data sampled from the model’s training distribution

2. How do we test whether the attack worked, i.e., whether the model’s output is training data or not?

Assuming (reasonably) that any string memorized by the model is also contained in Google’s search 

index; they manually query with output strings to see if they exist on the public Internet

• Verifiably recovers ≈ 0.00001% of GPT-2’s training dataset (loose lower bound)

• Could not produce a tighter estimate due to the time-consuming manual verification procedure that their 

attack involves



Memorization Definitions & Prior Work

Discoverable Memorization:

• Other works focused on measuring the upper bound on the strength of an extraction attack since it uses internal 

training data cues

• Extent to which models can regurgitate their training data when explicitly prompted with data from their training set

• When we prompt a model with a prefix that we know is part of its training set and the model completes the 

remainder verbatim

• Given a training string [p||x] ∈ X that consists of a prefix p and suffix x, we can measure whether the model can 

generate x when prompted with the true prefix p

• Prior work shows that many LLMs discoverably memorize roughly 1% of their training datasets 

(when prompting the model with about 50 tokens of context)



Memorization Definitions & Prior Work

1. It is possible that prompting models with training data leads to orders-of-magnitude more training-data

regurgitation, compared to realistic extraction attack strategies (in which adversaries do not have access to the

training set).

2. Alternatively, perhaps existing extraction attacks already make models regurgitate large amounts of training

data, but prior work was not able to verify that the model outputs were training data.

Why is there such a large observed gap between 

extractable and discoverable memorization in the literature?

Existing extraction attacks are actually a lot more successful at 

recovering training data than what prior work indicates



Extracting Data from Open Models

• Data extraction attacks on open models (models’ parameters & original training sets publicly available)

Attack Methodology:

• Downloaded 108 bytes of data from Wikipedia

• Generate prompts p by randomly sampling hundreds of millions of continuous 5-token blocks

• Perform an independent generation for each prompt pi as Gen(pi) = xi and store each xi

• Performing the training set inclusion test x ∈ X naively is prohibitively expensive

• Used Suffix Array: a data structure that stores all suffixes of the dataset in sorted order, and which enables fast string 

lookups (using binary search)

• Generation is counted as a successful extraction if it contains a 

o 50-token substring that appears verbatim in the training set (no two suffixes could accidentally overlap)

o Empirical analysis found natural overlaps ≤ 25 tokens (excluding quotes). To be conservative, they doubled the 

threshold to 50 tokens.



Empirical Results:

• 9 open-source models of different sizes

• Generated 1 billion tokens from each model and compared generated

text against public training sets

• Measure the fraction of model outputs tokens that are memorized

o A model that emitted the same memorized training sequence

thousands of times in a row would look highly non-private, even if

in practice it was revealing almost no data.

• Number of unique 50-token memorized sequences.

o Allows us to observe data extraction rates orders of magnitude higher

than reported previously in Carlini et al. (2021)

(Extracted 600 sequences from GPT-2)

Extracting Data from Open Models



Extracting Data from Open Models

Estimating Total Memorization

• Number of generations has a significant impact on the amount of extractable memorization.

• Memorization grows almost linearly even after generating hundreds of billions of tokens.

How much memorization could be extracted in total if we could query a model infinitely?

• Infinite querying is infeasible, so the goal is to estimate total memorization

using limited queries.

• Extraction rate is not a reliable predictor of total memorization.

o At low query budgets, Pythia 1.4B appears to memorize more than

GPT-Neo 6B.

o After more queries, the memorization rate of Pythia 1.4B slows down.

• Estimating total memorization requires better methods than just observing

extraction rates.



Extracting Data from Open Models

Extrapolating Total Memorization

• How often a model outputs anything memorized?

o Stateless: Directly estimated as a simple probability.

• How often a memorized generation is new?

o Stateful: Depends on how many memorized strings has already

been seen.

• Model’s total memorization: Pythia-1.4 outputs new memorized

examples less frequently than GPT-Neo 6B

• Enable us to estimate how much memorization could be extracted even if researchers do not have the capability
to generate many hundreds of billions of tokens.



Extracting Data from Open Models

Extrapolating Total Memorization

In ecology, population sizes can be estimated by: Mark-and-Recapture technique

• Catch and marking N fish, wait for some time, and then recapture K fish, recording the number L of fish that

have been marked. mark-and-recapture estimates the number of fish in the lake as NK/L.

• Key Assumptions: First, no one fish is more likely than another to be caught. Second, the population does not

change.

Why it fails for LLM memorization?

• Instead of fish, the total number of unique memorized 50-grams extractable from the model

• Generate until we collect N memorized examples, collect further K memorized examples, and see how many of

those K were not contained in N. (significantly undercounts extractable memorization)

• First assumptions violated: not all memorized strings are equally likely to be output

• In nature, fish move around the pond—but LLMs prefer to output certain sequences more than others.



Extracting Data from Open Models

Extrapolating Total Memorization

Challenge: Predict total extractable memorization, even if we don’t know full distribution of memorized sequences.

Solution - Sequential Good-Turing Estimator

• Estimates probability that next sample will be a novel memorized sequence

or will match any of previously seen samples

(uses frequency of already-seen sequences to compute this)

• Includes smoothing procedure that reduces the variance of the predictions for

rare events.

• Run a Monte Carlo simulation to predict the full curve of memorization

growth if the querying continues.

• Underestimates the number of unique memorized examples by GPT-Neo 6B.

Real amount of memorized data is even larger than what this method predicts



Discoverable Mem. vs. Extractable Mem.

• To understand what gap remains between extractable and discoverable memorization:

• How many data samples are memorized under both definitions?

• How many samples are extractable but not discoverable or discoverable but not extractable?

• GPT-Neo 6B

o 30.1% of examples are discoverably memorized

o 14.5% are extractably memorized

o Only 35% of discoverably memorized data extracted through practical attacks.

o 11% of extracted data was not discoverable through prefix-based techniques

(meaning attacks find new vulnerabilities)

• Current extraction attacks recover a lot more data than previously thought

• Even with these attacks, a large portion of memorized data remains hidden

(only accessible with perfect knowledge of the training set).



Extracting Data from Semi-closed Models

Attack Methodology

Challenge: Without access to the training set, how do we verify memorization?

Solution - The Ground Truth Solution: AUXDATASET

o Build a large corpus of web text

o Automatically compare generated text to AUXDATASET

• A sequence is considered memorized if-

o It appears verbatim in AUXDATASET (sufficiently long and high-entropy - to avoid false matches)

• Gives a lower bound on memorization

(underestimates actual memorization since the training set is larger than AUXDATASET)



Extracting Data from Semi-closed Models

AUXDATASET:

9TB of text collected from four major LLM pre-training datasets:

o The Pile (400GB) – Wikipedia, code, Common Crawl (used for GPT-Neo). 

o RefinedWeb (1080GB) – Scraped web data (used for Falcon models). 

o RedPajama (2240GB) – Wikipedia, arXiv, and web data (intended to replicate LLaMA’s dataset). 

o Dolma (5600GB) – Primarily Common Crawl text, including code and scientific papers. 

• Deduplication applied to remove redundancy (e.g., both Dolma and RedPajama contain C4). 

• Suffix array size: 45TB and Data sharded into 32 suffix arrays (for fast search operations)

• Compute Requirements:

o 176 cores, 1.4TB RAM (Google Cloud c3-highmem-176).

o 3 weeks total runtime for data processing.

• Performance Bottleneck: 

o I/O bandwidth was a major limitation

o Optimized implementations could reduce compute time significantly.



Extracting Data from Semi-closed Models

Experimental Setup:

• 9 different semi-closed models

• Semi-closed models: LLaMA, Falcon, Mistral, OPT

o Model weights are accessible.

o Training pipeline & datasets are NOT publicly available

• Closed model: gpt-3.5-turbo-instruct

o Only accessible via API

o Model weights are non-public

o Query this model 25 million times and extrapolated from fewer queries



Extracting Data from Semi-closed Models

Results: All Models Emit Memorized Data

• Falcon memorizes 10× less than Mistral (dataset differences or true model behavior)

• GPT-3.5-Turbo-Instruct: Worst offender among tested models

• 0.852% of generated tokens match verbatim training data

• Longer-trained models memorize more than shorter-trained models

• Over-training reduces inference cost but increases privacy leakage.

• Total Extractable Memorization is on average 5× Higher Than Expected

o Good-Turing estimation suggests real memorization is underestimated

o The actual number of extractable memorized sequences is likely much higher than measured

o OPT models under-trained → less memorization but weaker 

performance.

o LLaMA models are over-trained beyond compute-optimal → 

higher memorization & privacy risk



Extracting Data from ChatGPT

• Users interact with aligned models (e.g., ChatGPT), not base models

• Alignment makes models behave according to human preferences and interact via dialog

• Complicates extraction attacks compared to unaligned base models

Challenge 1: Conversational Format Restricts Attacks

• Dialog adaptation limits direct text continuation

• Unlike base models, ChatGPT follows a structured format

• Impact: 

o Users cannot force the model to directly continue arbitrary text

o Prior attack methods (e.g., random string prompting) ineffective

Challenge 2: Alignment adds evasion

• Alignment makes the model refuse to reveal training data.

• Misconception: Appears to prevent extraction, can be bypassed

• Key Insight: Not a foolproof defense—adversarial techniques can still extract data



Extracting Data from ChatGPT

Baseline Attack

• Attack Strategy: Asking the model to repeat random tokens and continue generating

• Model repeats the tokens but does not output training data

Evaluation

• Conducted several thousand trials with different prompts

• Generated 50 million tokens from ChatGPT (gpt-3.5-turbo)

• 0.02% of tokens are part of a 50-token sequence that is directly copied from AUXDATASET

• 0.85% of emitted tokens are part of a memorized sequence

• OPT (semi-closed model): 0.031% of emitted tokens are directly copied from the training dataset

• Results suggest alignment prevents data leakage, but further analysis shows this is not entirely true



Extracting Data from ChatGPT

Divergence Attack

Goal: Bypass ChatGPT’s alignment and force it to generate content from its pre-training distribution

• Discover a prompting strategy - causes model to diverge from its standard dialog-style of generation

• Repeats the word “poem” several hundred times, but eventually it diverges

What Happens After Divergence?

• Responses become nonsensical

• Small fraction of generations diverge to memorization

• By generating many times, attackers can collect and analyze memorized

outputs



Extracting Data from ChatGPT

Experimental Results

• $200 USD worth of queries extracted over 10,000 unique memorized training examples

• Extrapolation suggests adversaries could extract far more data with a larger budget

Length & Frequency

• Longest extracted sequence: Over 4,000 characters

• Several hundred sequences exceed 1,000 characters

• Most extracted data appears only once:

o 93% of memorized strings were emitted only once

o 4% were emitted twice, and 0.05% repeated ten times or more

• Memorized text is often long and diverse

What Kind of Data Was Extracted?

PII, NSFW Content, Literature, URLs, UUIDs & Accounts, Code, Research papers, Boilerplate Text, Merged Memorized
Outputs



Extracting Data from ChatGPT

Quantifying Total Memorization

• Extrapolating Unique Memorized Strings

o Good-Turing estimator was used to estimate ChatGPT’s memorization

o Initial lower bound: 1.5 million unique 50-token sequences

o A severe underestimation due to the limited number of queries made

• ChatGPT emits memorized strings at a significantly higher rate

• Scaling analysis suggests -

It could memorize hundreds of millions of 50-token sequences

• More queries = More extractable data

An adversary with a larger budget could uncover vastly more information



Extracting Data from ChatGPT

Quantifying Total Memorization

• Impact of AUXDATASET’s Size

o Larger auxiliary datasets improve memorization detection

• Predictive curve shows - using only 25% of data can still accurately estimate total number of memorized examples

• Training data distribution matters: Some datasets contribute more unique memorized examples than others



Extracting Data from ChatGPT

Quantifying Total Memorization

• Extending AUXDATASET to a Web Search Index

o Limitation: AUXDATASET is not a strict superset of ChatGPT’s training

data, meaning it underestimates actual memorization

• Manual Search reveals higher memorization rates

o Twice as many memorized outputs were found using manual search

than using AUXDATASET

Introducing larger or more diverse auxiliary datasets improves attack 

success rates

Is ChatGPT Memorization Discoverable?

• Extracting memorization via divergence attacks is effective but not generalizable to all models

• Challenge: Without direct access to the training dataset, it's hard to measure discoverable memorization



Why is ChatGPT so Vulnerable?

• ChatGPT may be pre-trained for many epochs

• Repeating a single token is unstable

• Word repetition may simulate the <| endoftext |> token



Conclusions

Consequences for Researchers:

• Training Data Deduplication: Increases the emission rate of memorized data

• Model Capacity & Memorization: 

o Storage “wasted” on verbatim memorization (10% of total capacity) rather than learning patterns

o Open question: Would models perform better if this data was not memorized?

Consequences for Practitioners:

• Practitioners should test for discoverable memorization

• Determining if alignment has succeeded, is challenging

o Standard memorization tests fail to detect severe privacy risks in aligned models.

• Adversarial prompting reverts alignment attempts
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