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Why Memorization is Problematic

e |t violates privacy by exposing training data.
e It reduces utility by producing low-quality, redundant text.

e |t harms fairness by memorizing some data more than others.
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Background

e Prior work has demonstrated extraction attacks that have output phone numbers, email
addresses, and private user data (Carlini et al., 2020; Ziegler, 2021)
e Prior work has qualitatively demonstrated memorization, whereas this paper aims to

establish tighter bounds
o Carlini et al. (2020) found just 600 examples of memorization out of 40GB training
set in GPT-2
e Privacy Attacks
o Membership inference attacks Shokri et al. (2017)
o Property Inference Attacks Ganju et al. (2018)
o Extraction Attacks focus of this paper
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Prior Definitions of Memorization

e Differential Privacy - formalizes the idea removing any one example from training set
should not change the trained model
o Computationally expensive and doesn’t prevent highly duplicated data
e Exposure - measures how likely a model is to generate a specific sequence from its
training sets
o Expensive to compute only works for carefully chosen training examples
e Kk-Eidetic Memorization - measures unprompted memorization
o Doesn’t capture worst case scenario of adversary explicitly prompting model with
partial training data
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Memorization

Definition 3.1. A string s is extractable with k tokens of context from a model f if there exists a
(length-k) string p, such that the concatenation [p || | is contained in the training data for f, and f
produces s when prompted with p using greedy decoding.

e Focused on Greedy Decoding to Eg.
select the token with the highest [p || s] = “The capital of France is Paris”
probability p = “The capital of France is ”
s = “Paris”

e Advantageous because this definition
is directly measurable and scalable
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Evaluation Data

Datasets Used:
e The Pile - ~825 GB of text across books, scientific texts, code, and web data
e (4 (Colossal Clean Crawled Corpus) Dataset - ~806 GB of cleaned web-based text

Challenges:
e Training Datasets are massive
e Testing every example would take years of GPU compute
o For GPT-Neo 6B parameter model on a V100 GPU testing would take 30 GPU-
years
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Sampling Training Data

Uniform Random Sampling:
e 50,000 sequences randomly chosen
from dataset
e Provides a general estimation of
memorization
e Rare of highly duplicated sequences
may be underrepresented

Duplication-Normalized Sampling:

Studies how data duplication affects
memorization

For sequences of length {, where £ €
{50, 100, 150, .. ., 500}, and integer n,
select 1000 sequences of length £ in
dataset between 274 and 214 times
Repeat until reaching an n for which
1000 sequences are not available
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Bigger Models Memorize More

Experimental Setup:
e Test GPT-Neo models ranging from 125M to 6B parameters
e GPT-2 models act as a baseline to confirm larger models are memorizing data and not
simply generalizing better

Key Findings:
e Large models memorize more than small models with near-perfect log-linear fit
o Every 10x increase in size leads to 19% better memorization
e 1.3B model memorizes 40% of sequences compared to 6% for similarly sized GPT-2
model
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Repeated Strings Are Memorized More

Experimental Setup:
e Analyze how often a sequence appears in the training set

e Group sequences into buckets based on duplication counts (appearing 2, 4, ..., 900
times)
Key Findings:

e Probability of memorization grows log-linearly with number of times a sequence
appears in training data

e Memorization still occurs with few duplicates, but probability of regurgitation increases
dramatically with highly duplicated strings

e Deduplication helps but will not prevent leakage
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Longer Context Discovers More Memorization

Experimental Setup:
e Test memorization at different prompt lengths (50, 100, ..., 500 tokens)

Key Findings:
e The fraction of extractable sequences increases log-linearly with number of tokens of
context

o Eg. a 50-token prompt extracts 33% of memorized sequences compared to 65%
for a 450-token prompt with the 6B model
e Discoverability phenomenon: some memorization only becomes apparent given
certain conditions such as prompting
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Sampling Training Data
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Figure 1: We prompt various sizes of GPT-Neo models (green) with data sampled from their training
set—The Pile, and normalized by sequence lengths and duplication counts. As a baseline (yellow),
we also prompt the GPT-2 family of models with the same Pile-derived prompts, even though these
models were trained on WebText, a different training dataset. (a) Larger models memorize a larger
fraction of their training dataset, following a log-linear relationship. This is not just a result of better
generalization, as shown by the lack of growth for the GPT-2 baseline models. (b) Examples that are
repeated more often in the training set are more likely to be extractable, again following a log-linear
trend (baseline is GPT-2 XL). (¢) As the number of tokens of context available increases, so does our
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Alternate Experimental Settings

Random Dataset Sampling:
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Repeat the experiments with 100,000 random sequences from The Pile

Memorization trends remain the same and scale with model size and context
Absolute memorization rates are lower due to underrepresentation of duplicated

Figure 2a and Figure 2b present the results. We observe similar qualitative trends with model scale
and context length as in Figure 1. Larger models memorize more training examples than smaller
models—and much more than the GPT-2 models that were not trained on The Pile. Similarly,
providing more context to a model increases the likelihood we discover memaorization, We can extract
the last 50 tokens of a length-1000 sequence with 7% probability for the largest GPT-J 6B model,
compared to 4% probability for the smallest 125M GPT-Neo model. (And both of these are much
larger than the 2% probability of extraction for the 1.5B parameter GPT2-XL model.) These results,
taken together, allow us to estimate a lower bound that there is at least 1% of The Pile dataset that is
extractable by the 6B GPT-J model, but not by GPT-2 XL.
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Alternate Experimental Settings

Alternate Decoding Strategies:
e Test Beam Search with 100 beams to find
overall most likely continuation
e Slightly increases memorization by ~2% on
average
e Did not present experiments on Random
Sampling

Alternate Definition of Extracability:
e Checking if the model outputs the sequence
anywhere in the dataset

e Significantly increases detected memorization
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Qualitative Examples of Memorization

Most universally memorized sequences
“‘unconventional” texts such as code
snippets or open source licenses
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Figure 14: Text examples that are heavily replicated in the training set but not memorized. We
find many examples which have slight differences with no semantic (English) meaning. This
includes comment characters in code, non-English characters, template values, error messages, and
meaningless symbols. We also surprisingly find a large number of slightly different but heavily
repeated documents about dumpsters.
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Replication Study - TS Masked Language Modeling

Model and dataset:
e T5v1.1 models - masked encoder decoder models trained on C4 dataset
e New memorization definition - if a model perfectly solve the masked language modeling
task on a sequence

Results:
e T5 memorization also scales with model size
o Absolute memorization is an order of magnitude lower (eg. 3B T5-XL memorizes
~3.5% whereas similarly sized 2.7B GPT-Neo model memorizes 53.6%)
e Duplication often easier to memorize but the is no monotonic scaling relationship
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Figure 4: (a) Masked language model objective: Larger models have a higher fraction of sequences
extractable on T5. (b) Masked language model objective: Relationship between number of repetitions
and extractable tokens on T3. (¢) Causal language model objective: Relationship between number of
repetitions and memorization on language models trained with deduplicated data.
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Replication Study - Training on Deduplicated Data

Model and dataset:
e 1.5B parameter causal language models trained on variations of C4: Original C4, C4
with near duplicate documents removed, C4 with exact duplicate sequences removed

Results:
e Models trained on deduplicated data memorize significantly less
e For extremely repeated sequences (= 400 times) deduplication does not help
o Deduplication is necessarily imperfect to efficiently scale to hundreds of gigabytes
of training data
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Replication Study - Modifying The Pile

Model and dataset:
e OPT family models ranging from 125M to 66B parameters
e Trained on The Pile with some new sources, some sources removed, and more
deduplication

Results:
e Nearly identical scaling trends, but orders of magnitude lower (66B OPT model
memorizes less than 125M GPT-Neo model)
e Training methods and dataset curation may mitigate memorization
e Differences in data distribution may significantly alter what gets memorized
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Figure 7: We prompt OPT models with data sampled from their training set. We use a prompt
length of 100 here. (a) Fraction of sequences extracted as a function of model scale. (b) Fraction of
sequences extracted as the number of repetitions of that sequence in the training set increases.
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Conclusions

e Memorization scales log-linearly with model size, data duplication, and context length
o Larger models memorize more training data, duplicated data is more likely to be
memorized, longer prompts reveal more memorization
e Memorization happens systematically across different models
e Deduplicating training datasets is likely a practical way to mitigate harms of
memorization
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