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Why Rainbow Teaming?

Many current methods:
Require fine-tuning an attacker model
Require white-box access to the target model
Require significant human involvement
Lack of diversity and scalability

Rainbow Teaming demonstrates high attack success rates, exceptional
diversity, full automation, and open-ended adaptability
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Method
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Method-Selection

Selection: Randomly sample an adversarial prompt x from the
archive with descriptor z, and select a target descriptor z→ (where
z→ →= z).
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Method-Mutation

Mutation: Use the Mutator LLM to modify x, generating a new
candidate prompt x→ that conforms to z→.
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Method-Evaluation

Evaluation: Input x→ into the Target to obtain a response. The
Judge LLM then compares the attack e!ectiveness (e.g., toxicity) of
x→ against the elite prompt in the archive at descriptor z→.
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Method-Update

Update: If x→ is more e!ective, update the archive by replacing the
existing elite prompt at z→ with x→.
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Mutation Operator

Directed Mutation: Based on the target descriptor z→, the Mutator
LLM performs K modifications (one per feature) on the parent
prompt x, generating a candidate prompt x→.
Diversity Assurance:

Avoiding Redundancy: Filter out candidates that are overly similar to
the parent using the BLEU score.
Bias Towards Low-Fitness Regions: Prioritize generating new solutions
in archive regions with low fitness to avoid redundant search.
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Preference Model

Judge LLM Comparison: Input the candidate prompt x→ and the
archived elite’s Target response into the Judge LLM, which uses
majority voting to decide which is more e!ective (e.g., more likely to
elicit harmful content).
Advantages:

Closer to Human Judgment: Pairwise comparisons are more reliable
than single-score evaluations
Avoiding Scoring Ceiling: Dynamic comparisons allow continuous
optimization, whereas fixed scoring may hit a ceiling.
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Method
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Results
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Results

JailbreakBench Results
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Results

Transfer of Adversarial Prompts
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Results

Impact of the Similarity Filter
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Conclusion

Contributions:
High Attack Success Rate
Exceptional Diversity
Full automation

Limitations:
Low-E!ciency
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