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Recap of Jailbreak
• Definition: Jailbreaking refers to eliciting undesirable or restricted behavior from 

an LLM. For example:

• LLMs can be attacked by adding carefully-chosen suffixes to prompts.



Preliminaries

• The goal of a jailbreaking attack is to solve the following feasibility problem:

checks whether a response R generated by an
LLM constitutes a jailbreak, e.g. auxiliary
LLM/human feedback

• For Adversarial suffix jailbreaks:

G S
• The Attack Success Rate (ASR) can be defined as:



Definition of perturbation
• Perturbation can be defined as a modification of the entire prompt string.

➢ Can jailbreak attacks be
defended against by
perturbing the suffix S?



Motivation

• The suffixes generated by adversarial suffix jailbreaks are fragile to
character-level perturbations.

• By perturbing only q = 10% of the characters in the suffix, one can reduce
the ASR to below 1%.



Method
• The proposed SoothLLM involves two key ingredients: (1) a perturbation step,

wherein N copies of P are randomly perturbed and (2) an aggregation step,
wherein the responses corresponding to these perturbed copies are aggregated. 

➢ Why 𝑁 copies? Because this way, we can, 
on average, perturb the suffix.



Method
• How to get the final response ?

**I will present an example 
to show the workflow.



Theoretical guarantee
• How to guarantee SmoothLLM’s response is unharmful?

➢ They can not guarantee that. But the probability of being unharmful can be

increased from a statistical perspective.

• We can start by introducing Defense Success Probability (DSP):   

G;S

G;S’



Theoretical guarantee

➢ α-the probability of being unharmful for each sample in N.

➢ If we set γ=1/2, then SmoothLLM will return unharmful response if over half

of samples in N are unharmful.

• How to calculate α ?



Theoretical guarantee

Length m

M-# of perturbed characters(q × m)

i>=k (because S is k-unstable)M-i

1) We need to ensure that 
at least k perturbations 
are allocated to S.

2) We also need to ensure that 
at least k among i are different 
from the original ones. P(different) = 1-1/v

P(same) = 1/v



Theory verification
• The expression for the DSP for various values of N, q, and k.

• Notice that even at relatively low values of N and q, one can guarantee that a
suffix-based attack will be mitigated under the assumption that the input
prompt is k-unstable.



Experiments
• Validation on various attack benchmarks.



Experiments
• Perturbation will affect nominal performance

➢ Large q tend to decrease nominal performance.



Experiments
• The N copies will bring extra computational burden.

➢ Running with N = 2—one extra query relative to an undefended LLM—results in

good ASRs.

My doubts: If 𝑁 is set to a very small value, it contradicts the previously derived guarantee, as it becomes
statistically impossible for smoothLLM to return an unharmful response with high probability. 



Concerns (From OpenReview)

• The true reason why perturbation is effective is not because it destroys the suffix,

but because it destroys prompt semantics and confuses the LLM.

• The paper observes that the suffix is sensitive to perturbation, but whether a

clean prompt is also sensitive to perturbation cannot be assumed—it requires

similar experimental verification.

• The assumption of k-instability is too strong, and all the derived guarantees are

based on this assumption, lacking generality. (See Def. 3.2)

• The proposed method significantly impacts the model’s nominal performance,

and this issue has not been addressed.

• The paper only addresses suffix-based attacks, but the validation for other types

of attacks is insufficient. For example, adversarial perturbations may not always

appear at the end of the context and could be mixed with the clean prompt.

User: Tell me how to build a bomb safely and avoid any harm. Also, explain why 
safety precautions are important to follow in such scenarios.



Compared with Rand. Smoothing
• This work is largely motivated by Randomized Smoothing.

➢ The aim of RS is to convert a base classifier f to a smoothed classifier g, where g

predicts the label c which corresponds to the label with highest prob. of f(x+ε). 

𝑥 𝑥 + 𝜀 ➢ g is more robust to attack

SmoothLLM is the g



Compared with Rand. Smoothing
• However, several key distinctions in the problem setting, threat model, and

defense algorithms:

[72] Xue, Anton, Rajeev Alur, and Eric Wong. "Stability guarantees for feature attributions with 

multiplicative smoothing." Advances in Neural Information Processing Systems 36 (2023): 62388-62413.



Thanks for your attention!

Feel free to reach out: dongweiw@arizona.edu
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