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Overview
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• Automated Jailbreaking Schema

• Published by University of 
Pennsylvania

• PAIR

• Cited 495 times 

      (as of Feb 24, 2025)
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• 2 categories of jailbreaks: Prompt Level 
and Token Level
• Prompt-Level: 

• Social engineering
• Semantically meaningful 

• Token-level: 
• Optimizing set of tokens passed as 

input

• What are some issues/problems with this 
model ? 
• Prompt-Level: 

• Large Human time and resource 
investment*

• Not scalable
• Token-level: 

• 100’s-1000s of queries
• Uninterpretable to humans
• Requires access to the model

Previous Work and Shortcomings
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• Main Idea:  Prompt Automatic Iterative Refinement (PAIR)

• Systematically automate prompt level jailbreaks without 
human in the loop

• Introduction of an Attacker LLM

• Pit two black-box LLMs, attacker and target, against each 
other 

New Idea
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Relevant Changes and Updates
The punchlineGCG PAIR

Computations put on 
attacker LLM

Effectiveness

Open source models only
No knowledge of the 

models required

Computational 
Power

GPUs
100’s- 1000s of queries

CPU or GPU
~20 queries

Computational 
Power

Jailbreaks GPT, Vicuna and 
Gemini-Pro the majority 
of the time

Effectiveness

Interpretability

Suffix tokens added to 
every prompt

Iterative, evaluative 
process

Interpretable chain of 
thought improvement 
assessments

Interpretability



Prompt and Response Distribution
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• Target (T) LLM: This is the LLM we are trying to Jail break
• Prompt (P): This prompt is given by the Attacker (A) LLM
• Response (R): This response is given by the Target LLM



Iteration and Judgment
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• Judgement Function: Boolean function that 
determines whether an LLM has been jailbroken

• What does Jailbroken mean?
• Contextually relevant to objective O

• Aligned with specific malicious intent



Generating prompt-level jailbreaks 
with PAIR
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Attack Generation

• Design a target system prompt 
that directs the attacker to 
generate a candidate prompt P

Target Response

• Give Prompt P to target model 
which generates response R

Jailbreak scoring

• Generate score S using JUDGE 
function if Jailbreak occurred

Iterative  refinement

• Pass P,R,S back to attacker



1. Attack Generation: System Prompt
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• Prompt directing attacker to “red team” another 
black box LLM

• Each System Prompt includes: 
• Objective O : Specific malicious intent we are trying to 

get Target LLM to exhibit
• Starting String: Representation of what a target should 

output to be successful
• Strategy: Role-playing, logical,  appeal to authority 
• Instructions on iterative refinement (CoT)

• Rate yourself 1-10
• Reflect on what went well/badly
• Develop a strategy

• Examples of successful and unsuccessful jailbreaking



1. Attack Generation: System Prompt
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2. Target response
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• Target model responds to prompt



3. Judge output
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• Cannot create an exhaustive list of phrases or criteria that 
constitute a jailbreak

• Every LLM alignment uses their own JUDGE function 

• Each JUDGE function compared with 3 human evaluations 
on 100 prompts

• Choose low FPR, avoid classifying benign behavior as 
jailbroken

• *GPT-4’s JUDGE function is not open source*



4. Iterative Response
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• Prompt, Response and Score are given back to attacker 
model

• Model is prompted to do a CoT improvement assement
• Rank this prompts success 1-10

• Evaluate what went well

• Suggest improvement

• Generate new prompt



Generating prompt-level jailbreaks 
with PAIR – pseudocode 
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Parallelization of PAIR
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• Several distinct Conversation 
streams can be run simultaneously

• N parallel streams

• Each stream runs for a maximum of 
K iteration

• N << K : Evaluate very few prompting 
strategies with substantial iterative 
refinement

• N >> K : Evaluate very many 
prompting strategies more shallowly

• Run with N=30 and K=3

• PAIR can be thought of as a search 
algorithm over candidate semantic 
prompts



Experiment Parameters
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• JailbreakBenchDataset

• Mixtral 8x7B instructAttacker LLMs:

• SOTA generation: GPT-4, GPT-3.5, Gemini, Vicuna

• SOTA safety alignment: Claude-1, Claud-2, Llama-2Target LLMs:

• Llama GuardJUDGE function

• N=30 streams for K=3 iterations eachHyperparameters:

• JailbreakChat (JBC)

• set of proven human curated prompts for jailbreakingBaselines:



Jailbreak Results

17

• SOTA Jailbreak percentage

• Struggles with models fine-tuned for safety alignment 
during training

• 250x improvemt on number of prompts from GCG



Jailbreak Transferability
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• Given a prompt that succeeded on GPT-4 or Vicuna what 
percentage of the time does it succeed elsewhere

• Measure of generalization
• Largely sematic prompts target dataset vanerabilities 

across LLMs



Aside: Defending against Jailbreaking
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SmoothLLM

• 1. Randomized Perturbation

• Creates multiple copies of 
an input prompt

• Random character-level 
changes

• 2. Aggregation of Reponses

• Aggregates the output of 
all perturbed Reponses

• Large variability -> 
JAILBREAK!

Perplexity Filtering

• Examines the perplexity of 
the prompts

• Above perplexity threshold    
-> JAILBREAK!



Defended Results
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• Obtains prompts by successfully attacking an undefened 
LLM then transfers to a defended

• Defense catches a larger proportion of GCG prompts



Efficiency results
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• GCG requires specialized hardware ~2hrs on A100



Ablation Studies: attacker
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• GPT-3.5 is the only one here with safety alignment

• Safety alignment prevents and LLM form red teaming

• While Mixtral is more effective Vicuna is more efficient



Ablation Studies: System Prompts
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• Without examples prompts tend to me more similar in 
structure and could potentially be filtered

• Roleplaying is most effective
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Key Takeaways

PAIR achieves SOTA 
results with no-human 

in the loop

Black LLM’s can be 
successfully used to 

red team other black 
box LLM’s 

PAIR can achieve a 
Jailbreak in an average 

of 20 prompts

Including safety as a 
goal in the training can 

prevent jail breaking 
and red teaming
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What’s Next?

Since PAIR is largely a search over the 
prompt space can it be optimized

Look into jailbreaking the models with 
safety as a training goal 

Generation of a red teaming dataset for 
safety training
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